TOURO HOSPITAL SECURITY ACCESS REQUEST and

(%O" ELECTRONIC AUTHENTICATION AGREEMENT for Enterprise Document
pheiey Management (EDM)

Please INITIAL each item below. By initialing each item, I agree that I have read, understand, and will

comply with this agreement.

I .am the only person euthorized to nse my Ppassword(s) and user ID(z).

1 will not disclose / share my password(s) or user ID(s) to anyone.

I will pot attempt to learn another person’s password(s} / user ID(s).

I will not stiempt to access information by ushgupasswmd(s)orumm(s)dﬂlﬂ'ﬂ!mmyown,

_I'will retrieve or attempt to retrieve from the computer system only medical data that is directly related to the treatment of
paﬁentswiﬂlwhomlhaveuolinicalmlaﬁonshiporthosepaﬁmtsibrwhomlhwebmaskedmpmvideaounmluﬁonorﬁx-
appmvﬁeducadonﬂmemchpurposes.layeewmiqninthemﬁdenﬁdhyofau suchpntiemdam.lwillmpuﬁmtdmonly

and otilize data on a “need to know basis” in order to perform my jab duties.
It is my responsibility to logout of the system. I will not, utider any circumstances, leave g computer terminal to
have logged in unattended. = which I

IfT have reason to believe that the confidentiality of any of my password(s)’ user ID(s) has been compromised, I will contact
the Health Information Management QJedicd Records) Director immediately so that my password(s) / user IDXs) can be deactivated
and & new password(s) / user ID(s) assigned to me.
—— I will immediately report any known or suspected breach of the confidentiality of the system or records/ data obtained from

it to the Health Information Management (Medical Records) Director.
Iundezmndthntmypassword(l}/umm(l)wiﬂbedewﬁvmdfmm_thesystun when I am no longer employed or have

privileges at this institution or when my job duties do not require access to the medical record database, T will immediately

such change to the Health Information Mansgement Director (Medical Recards). report any
1 understend my mmEDMwﬂlbenuhmaﬁcallyducﬁwbdaﬂerdmonthsofmn-m.
I'understand that medical records confidentiality is required by law, mdﬂmﬂnmmstam:esspeciﬁullymmdnthgﬁe

confidentiality of, among other ereas, menta! heaith, HIV, and drug and aleohol- related treatment records, This inchudes all HIPPA

policies and procedures. .
I'vaderstand thet any fraudulent application, violation of confidentiality or any violation of the above provisions may result
in disciplinery action from termination of access to the system and disciplinary measures up to and including termination of my

employment or sffiliation with Touro Infirmary. ,
Junderstand that the Health Information Management Department (Medical Records) maintains an audit trait of access to

patient information that records the uscr, date of access, identification of specific patients and aocount numbers, print activity, end all

access to electronic medical records.

I understand that my mmeezn-iglusam-.-sul:jec:-.tiaoperic:dicuvie’t\ram:;“I revision.

I understand that no information that is printed will be released to a party without following release of .

policics and procedures. ALl printed material is confidential and must be disposed of properly in a confidentia] proper ph iy mm
Iundwslandﬂutifldonotacceplthesamﬁcﬁomofmslmyhdﬂﬁedmwhawmm{nmdmmlm

computer systems and networks. I anderstand I will not receive access to EDM uptil this form is properdy completed.

ELECTRONIC / DIGITAL SIGNATURE AGREEMENT
Icerﬁiymyelectmnicandlordigiﬁzedsignaﬁ:rerephoesmyhmdwritwnsigmtunmdwmbgmmudfm, Sical I

as a means of eathenticating medical record entries. Electronic signatares are considered lgallybind,'_n! 28 & means of identifying the

author of medical record entries and confirm that the contents are what the suthor intended.

Immquhdbmbwlwﬁdnbthceﬂypﬁorhapplyhgmelecﬁonkmdigﬁudlm

1am the only one who bas access and can utilize my signature code, meﬂpmmmmmtbg'hw
Imdumndthatmypﬁvﬂ:getoelecmimuymmnﬁcatemediealmordenﬁiuwillbutqmminmmml

misuse it,

L » understand and agree to the above,
Applicant Signature (First name, Middle Initial, Last Nams)
APPLICANT INFORMATION
Priot Nume Employee/Fhysician #
Pasition ' Department
Emsll Address Mlnn!er Name (f sppliceble)
Network Login Phone Nomber
Date
TOURO ICAL RE DEP, NT () .
e N A NICE USK ONLY
Date Added to EDM; HIM Staff;___ Security Group:
Date Removed: HIM Staff:
Date Routed to System Admin. Group: Routed by HIM Staft:




